
 

MEMORANDUM 

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 

WASHINGTON, D.C. 20460 

DEC 2 0 2012 
OFFICE OF 

AIR AND RADIATION 

SUBJECT: Recommendations and Agency Corrective Actions for Office oflnspector General (OJG) 
Report 'EPA's Radiation and indoor Environments National Laboratory Should improve 
its Computer Room e urity Controls' (Report No. 12-P-0847) 

-402-
FROM: Elizabeth A ShaW't'~"'-0 

TO: 

Senior lnformatio 

Arthur A Elkins, Inspector General 
Office of Inspector General 

In response to OJG's final report 'EPA 's Radiation and indoor Environments National Laboratory 
(R&iENL) Should improve its Computer Room Security Controls' Report No. 12-P-0847, this document 
outlines the following actions the Office of Air and Radiation (OAR) completed in concurrence with 
recommendations in the report, which states that security controls at R&IENL need improvement. In 
accordance with OIG's memorandum, dated May 24, 2012, detailing acceptance of corrective actions 1-
5 and request for a revised corrective action plan to recommendation 6, OAR is submitting a revised 
corrective action plan to recommendation 6 for OIG's consideration. 

OIG recommendation# 6: Install a master shutoff valve for the water pipes that flow through the 
computer room or update the local area network security plan to have the Authorizing Official formally 
accept the risks of operating the faci lity without installing the valve. 

OAR Revised Corrective Action: OAR accepts the alternative action of not installing the master shut­
offvalve and accepting the associated risk for the following reasons: 

• Modifications to the R&IENL server room, located in La Plaza office complex, a GSA lease 
property, would be cost prohibitive. 

• Additionally, preliminary R&IENL research indicates local city/county fire department policies 
may make this infeasible based on the current building infrastructure. 

As suggested by the OIG, R&IENL updated its LAN GSS System Security Plan to reflect the accepted 
risk: NIST security control PE-13: Fire Protection. 

See attachment 7: Page 37 of R&IENL LAN GSS System Security Plan 

Planned Completion Date: Actual Completion Date: 
September 27, 2012 September 27, 2012 
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Attachments (7) 

CC: Gina McCarthy, OAR 
Mike Flynn, OAR 
Ronald G. Fraass, OAR 
Fernando Gomez, OAR 
Reginald Slade, OAR 
Larry Dollison, OAR 
Maureen Hingeley, OAR 
Shelley Costa, OAR 
Rudolph M. Brevard, OIG 
Michael Goode, OIG 
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