
UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
WASHINGTON, D.C. 20460 

OFFICE OF 
INSPECTOR GENERAL

April 21, 2023 

MEMORANDUM 

SUBJECT: Notification of Audit: 
The EPA’s Compliance with the Federal Information Security Modernization Act for 
FY 2023 
Project No. OA-FY23-0061 

FROM: LaSharn Barnes, Director 
Information Resources Management Directorate 
Office of Audit 

TO: Kimberly Patrick, Principal Deputy Assistant Administrator 
Office for Mission Support 

Radhika Fox, Assistant Administrator 
Office of Water 

The U.S. Environmental Protection Agency Office of Inspector General plans to begin an audit of the 
EPA’s compliance with the Federal Information Security Modernization Act of 2014. This audit is 
statutorily required and is part of the OIG’s oversight plan for fiscal year 2023. This audit also addresses 
the following fiscal year 2023 top management challenge for the Agency: protecting EPA systems and 
other critical infrastructure against cyberthreats.  

Our objective is to assess the EPA’s compliance with the Office of Management and Budget’s Fiscal Year 
2023 Inspector General FISMA Reporting Metrics. We plan to conduct work within the Office of Mission 
Support and the Office of Water at EPA headquarters. We will use applicable generally accepted 
government auditing standards to conduct our audit. The anticipated benefit of the audit is to meet the 
congressional mandate by assessing the Agency’s information security program against fiscal year 2023 
FISMA requirements.  

We will contact you to arrange a mutually agreeable time to discuss our objective. At that time, we can 
discuss any concerns that you may have and answer any questions about the audit process, reporting 
procedures, methods used to gather and analyze data, and what we should expect of each other during the 
audit. Throughout the audit, we will provide updates on a regular basis.  

To expedite our audit, please be ready to provide the information listed in our initial documentation 
request, which include the corresponding FISMA metric numbers and responsible offices (Attachment A). 
These requests relate to the Agency’s information technology processes and the Safe Drinking Water 
Information System.  

We respectfully note that the Inspector General Act of 1978, as amended, authorizes the OIG to have 
timely access to personnel and all materials necessary to complete its objectives. Similarly, EPA Manual 

https://www.epa.gov/office-inspector-general/fiscal-year-2023-oversight-plan


6500, Functions and Activities of the Office of Inspector General (1994), requires that each EPA employee 
cooperate with and fully disclose information to the OIG. Also, Administrator Michael S. Regan, in an 
April 28, 2021 email message to EPA employees, conveyed his “expectation that EPA personnel provide 
OIG timely access to records or other information” and observed that “full cooperation with the OIG is in 
the best interest of the public we serve.” If an Agency employee or contractor refuses to provide requested 
materials to the OIG or otherwise fails to cooperate with the OIG, we will request that you immediately 
resolve the situation. Consistent with the IG Act, we may report unresolved access matters to the 
administrator and to Congress. 
 
We will post this memorandum on our public website at www.epa.gov/oig. Anyone with knowledge of 
potential fraud, waste, abuse, misconduct, or mismanagement related to this audit should contact the OIG 
Hotline at (888) 546-8740 or via an electronic form on the “OIG Hotline” webpage. 
 
 
Attachment 
 
cc: Janet McCabe, Deputy Administrator 
 Dan Utech, Chief of Staff, Office of the Administrator 

Jon Monger, Assistant Deputy Administrator 
Wesley J. Carpenter, Deputy Chief of Staff for Management, Office of the Administrator 
Andrew Schreyer, Deputy Assistant Administrator for Mission Support 
Vaughn Noga, Deputy Assistant Administrator for Environmental Information and Chief 

Information Officer, Office of Mission Support 
Benita Best-Wong, Deputy Assistant Administrator for Water 
Bruno Pigott, Deputy Assistant Administrator for Water 
Dan Coogan, Acting Director, Office of Resources and Business Operations, Office of Mission 

Support 
Tonya Manning, Director and Chief Information Security Officer, Office of Information Security 

and Policy, Office of Mission Support 
Macara Lousberg, Director, Office of Program Analysis, Regulatory, and Management Support, 

Office of Water 
Janita Aguirre, Associate Director, Office of Program Analysis, Regulatory, and Management 

Support, Office of Water 
Robert Kelly, Acting Branch Chief, Office of Information Security and Privacy, Training, 

Compliance, and Oversight, Office of Mission Support 
Afreeka Wilson, Audit Follow-Up Coordinator, Office of Mission Support  
Cameo Smoot, Audit Follow-up Coordinator, Office of Water 
Susan Perkins, Agency Follow-Up Coordinator 
Andrew LeBlanc, Agency Follow-Up Coordinator  
José Kercado, Agency Follow-Up Coordinator  
Marie Michalos, Acting Associate Administrator for Public Affairs 
Lance McCluney, Director, Office of Administrative and Executive Services, Office of 

the Administrator 
Regional Audit Follow-Up Coordinators, Regions 1–10  
Sean W. O’Donnell, Inspector General 
Nicole N. Murley, Acting Deputy Inspector General 

http://www.epa.gov/oig
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